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INVOTCE# LINE  DATE  DATE  REFERENCE AMOUNT  DIST GL ACCOUNT i}
BLOOMSDALE BANK (GEN COVT)
109 ALLIANCE WATER RESOURCES, INC.
105127 1 7/03/24 1/01/24 PARK §,137.44 0 20-20-8750 1
2 STREET 29,526.56 21 21-21-8750 1
3 WATER 52,513.02 30 30-30-8750 1
4 SEWER 35,659.98 31 31-31-8750 1
INVOICE TOTAL  125,837.00
VENDOR TOTAL 125,837.00
101642 AUDACY OPERATIONS
2539327.6 1 7/03/24 6/30/24 WLC CTR 2,000.00 10 10-18-7163 1
INVOICE TOTAL 2,000.00
2700958-3 1 7/03/24 6/30/24 WLC CTR 1,589.8¢ 10 10-18-7163 1
INVOICE TOTAL 1,589.80
2700959-3 1 7/03/24 6/30/24 WLC CTR 1,592.20 10 10-18-7163 1
INVOICE TOTAL 1,592.20
VENDOR TOTAL 5,182.00
101104 COTTON'S ACE HARDWARE
JULY 2024 1 7/03/24 7/03/24 POLICE 6.59 10 10-16-6200 1
z FIRE 7592 10 10-17-6810 1
INVOICE TOTAL §2.51
VENDOR TGTAL 82.51
101601 FORWARD SLASH TECHNOLOCY
16806 1 7/03/24 7/01/24 CAPITAL PROJECTS 45.06 70 70-70-8219 1
INVOICE TOTAL 45.06
16818 1 7/03/24 7/01/24 ARPA CAPITAL PROJECTS 7,047.59 70 70-70-8219 1
INVOICE TOTAL 7,047.59
16835 1 7/03/24 7/01/24 CAPITAL PROJECTS 665.00 70 70-70-8055 1
2 ADMIN 546,25 10 10-13-6805 1
3 WATER 2,353.62 30 30-30-7059 1
4 ADMIN 2,353.62 10 10-13-7059 1
5 SEWER 2,353.83 31 31-31-7059 1
TNVOICE TOTAL 8,272.12
VENDOR TOTAL 15,364.77
100890 GFI DICITAL
2895035 1 7/03/24 6/26/24 ADMIN 176.01 10 10-13-6550 1
INVOICE TOTAL 176.01
VENDOR TOTAL 176.01
101286 JEREMY BRAUER
JULY 2024 1 7/03/24 7/03/24 JUDICAL 1,500.00 10 10-12-7030 1
2 JUDICAL 137.50 10 10-12-7030 1
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INVOICE TOTAL 1,637.50
VENDOR TOTAL 1,637.50
2590 MISSISSIPPI LIME CO
1733214 7/03/24 6/25/24 WATER 3,62.37 30 30-30-6501 1
INVOICE TOTAL 3,652.37
1733737 7/03/24 6/27/24 WATER 3,970.54 30 30-30-6501 1
INVOICE TOTAL 3,970.54
1734819 7/03/24  7/03/24 WATER 3,804.67 30 30-30-6501 1
INVOICE TOTAL 3,894.67
VENDOR TOTAL 11,517.58
101881 O'NEALL'S SEPTIC SERVICE, LLC
12861 7/03/24 6/14/24 FRENCH HERITAGE - WLC CTR 160,00 10 10-18-7170 1
INVOICE TOTAL 160.00
VENDOR TOTAL 160.00
101355 RHODES 101
000429804 1/03/24 7/01/24 POLICE 1,843.66 10 10-16-6200 1
INVOICE TOTAL 1,843.66
VENDOR TOTAL 1,843.66
101471 RMC, LLC
130930 7/03/24  6/25/24 STREET 210,00 21 21-21-6105 1
INVOICE TOTAL 270.00
VENDOR TOTAL 270.00
3790 SIDENER ENVIRONMENTAL SERVICES
532788 1/03/24 3/24/24 WATER 1,307.90 30 30-30-6805 1
INVOICE TOTAL 1,307.90
95687 7/03/24 3/20/24 WATER 2,516.79 30 30-30-6805 1
INVOICE TOTAL 2,516.79
VENDOR TOTAL 3,824.69
3740 STE GENEVIEVE HERALD
JUNE 26 24 RENTAL 71/03/24 6/26/24 BLDG 15.40 10 10-14-6022 1
INVOICE TOTAL 15.40
VENDOR TOTAL 15.40
3725 STE. GENEVIEVE CPAMBER
8226 1/03/24 7/02/24 LEGIS 500.00 10 10-11-7156 1
INVOICE TOTAL 500.00
VENDOR TOTAL 500.00
HKMESSGE 07.01.21 OPER: §8
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101882 VANDALIA LEADER UNION
1040990 1 7/03/24 6/26/24 HORIZON GRANT - WLC CTR 1,100.50 10 10-18-7170 1
INVOICE TOTAL 1,100.50
VENDOR TOTAL 1,100.50
BLOOMSDALE BANK (CEN GOV TOTAL  167,511.62
TOTAL MANUAL CHECKS 00
TOTAL E-PAYMENTS .00
TOTAL PURCH CARDS .00
TOTAL ACH PAYMENTS 00
TOTAL OPEN PAYMENTS 167,511.62
GRAND TOTALS 167,511.62
HKMESSGE 07.01.21 OPER: S8
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Fri Jun 28, 2024 10:36 AM ACCOUNTS PAYABLE CHECK REGISTER Page 1
BANKE BANK NAME
CHECK# DATE ACCOUNT# NAME CHECK AMOUNT CLEARED MANUAL VOID REASON FOR VOID
1 BLOOMSDALE BANK (GEN GOVT)
12259168 7/01/2024 100937 AT &7 §32.60 E-PAY
12259169 7/01/2024 575 CITIZENS ELECTRIC CORP. 19,877.16 E-PAY
* Sea Check Sunmary below for detail on gaps and checks from other modules,
BANK TOTALS:
QUTSTANDING 20,509.76
CLEARED 00
BANK 1 TOTAL 20,500,76
TYOIDED# ,00
FUND TOTAL QUTSTANDING CLEARED VOIDED
10 GENERAL 1,859.62 1,859.62 .00 00
20 PARK 430.75 430,75 00 .00
21 TRANSPORTATTON TAX Z,475.48 2,475.48 00 00
27 CEMETERY 34,88 34.88 .00 00
30 WATER 9,331.55 9,331.55 .00 00
31 SEWER 6,377.48 6,377.48 00 .00
APCHCKRP 07,04,21 CPER: 88
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RESOLUTION 2024 - 39

A RESOLUTION OF THE BOARD OF ALDERMEN OF THE CITY OF STE.
GENEVIEVE, MISSOURI ADOPTING THE INFORMATION TECHNOLOGY
SECURITY POLICIES MANUAL.

WHEREAS, Forward Slash Technologies is recommending the adoption of new Information
Technology Security Policies (“IT Security Policies”) for the City of Ste. Genevieve that will
“replace the current Technology and Computer Policy that was adopted in 2020 by Resolution
2021-07; and

WHEREAS, the Board of Aldermen have reviewed the proposed policy, made
recommendations and the need to establish said policy; and

WHEREAS, the Board of Aldermen wish to accept and approve the new IT Security Policies
manual attached fo and made part of this resolution.

NOW, THEREFORE, BE IT RESOLVED BY THE BOARD OF ALDERMEN OF THE
CITY OF STE. GENEVIEVE, MISSOURI, AS FOLLOWS:

Section 1: The Board of Aldermen hereby adopts the Information Technology Security
Policies (IT Security Policies) manual attached as Exhibit “A”.

Section 2: That this resolution shall become effective immediately for the City of Ste.
Genevieve,

PASSED AND APPROVED BY THE BOARD OF ALDERMEN OF THE CITY OF STE.
GENEVIEVE, MISSOURI THIS 22" DAY OF AUGUST, 2024,

Approved as to form:

Brian Keim, Mayor Mark Bishop, City Attorney

SEAL Reviewed by:

Pam Meyer, City Clerk Happy Welch, City Administrator
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IT Policy Definitions

Application Software - shallinclude all hosted and/or premise-based software and/or

databases specifically authorized by management for use within the information technology
infrastructure, whether purchased, leased, developed, or managed by the Organization.

Computing Equipment - shallinclude, but not be limited to desktop computers, laptops,
notebooks, smartphones, smartwatches, servers, tablets, or any general-purpose device that can
accept software,

Information Assets - shall mean any piece of information or data, stored in any manner
which has any of the following characteristics, has value to the Organization, is not easily
replaceable without cost, skills, time, or resources, or is part of the Organization’s identity.

Information Security - shaill mean the processes and methodologies which are designed
and implemented to protect print, electronic, or any other form of sensitive or confidential
information, or the information technology infrastructure from unauthorized access, use,
misuse, disclosure, destruction, modification, or disruption.

Information Security Officer (ISO) - is a member of information Technology
Department who is responsible for establishing and maintaining the Organization’s vision,
strategy, and program to ensure the information technology infrastructure is adequately
protected. The IS0, or their designee, directs workforce members in identifying, developing,
implementing, and maintaining processes across the Organization to reduce risks. The ISO
responds to incidents, establishes appropriate standards and controls, manages security
technologies, and directs the establishment and implementation of policies and procedures. The
ISO is also responsible for compliance with all federal, stats, local, and contractual obligations as it
relates to the privacy and securlty of sensitive or confidential information and the information
technology infrastructure,

Information Technology Department - shall mean the department(s) within or

contracted with the Organization responsible for the configuration, support, and maintenance of
the information technology infrastructure. Includes but is not limited to helpdesk, engineering, !
network infrastructure, telecommunications, and the Security Operations Center (S0OC). ‘

Information Technology Infrastructure - shail mean, but not limited to computing

equipment, network devices, network infrastructure, and telecommunications technology |
owned, ieased, or managed by the Organization. i

Organization - shall mean a unit of people that is structured and managed to meet a need or to
pursue a collective goal (i.e., City of Ste. Genevieve).

Management - shall mean the person or persons controlling and directing functions which
coordinates the efforts of workforce members to accomplish goals and objectives efficiently and
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effectively. Management shall include, but not be limited to planning, organizing, staffing, leading,
directing and controlling the Organization.

Minimum Necessary Standard - shall mean that the Organization will take reasonable

steps to limit unnecessary use, inappropriate access to and disclosure of sensitive or confidential
information and all other information assets to the extent needed to perform assigned jobs
duties,

Network Devices - shall mean components used to connect computers or other electronic
devices. Network devices shall inctude, but not be limited to firewalls, switches, web filters, spam
filters, wireless access points, backup devices, IP security cameras, security gateways, routers,
bridges, hubs, and repeaters, as well as hybrid network devices such as multilayer switches,
protocol converters, bridge routers, proxy servers, network address translators, multiplexers,
network interface controllers, wireless network interface controllers, ISDN terminal adapters, line
drivers, and various related hardware.

Network Infrastructure - shall include, but not be limited to all connections between the
MDFs and IDF’s, network/data racks, UPS, generators, patch panels, patch cables, ethernet cables,
raceways, trays, and network door access controls.

Principle of Least Privilege - shall mean the practice of limiting access to the minimal level
that will aliow normal functioning. Applied to workforce members, the Principle of Least

Privilege translates to giving workforce members the lowest level of privilege to perform job
duties.

Removable Media - shalt includs, but not be limited to flash drives, external hard drives,
memory sticks, SD cards, audio/video devices (tablets, IPods, MP3, or similar hybrid devices)
smartphones, cell phones, smartwatches, micro drives, non-standard PDAs, optical discs, Blu-ray
discs, DVDs, CDs, floppy disks, and magnetic tapes.

Sensitive or Confidential Information - shall mean all individual identifiable

information assets, created, or maintained by the Organization, in all form {e.g., electronic, paper,
verbal, etc.) whether at rest or in transit, which contain any of the following identifiers:

e Names
¢ All gecgraphical subdivisions smaller than a State, including street address, city, county,
precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip
code, if according to the current publicly available data from the Bureau of the Census:
- The geographic unit formed by combining all zip codes with the same three initial
digits contains more than 20,000 people
- The initial three digits of a zip code for all such geographic units containing 20,000 or
_fewer people is changed to 000
e All elements of dates (except year) for dates directly related to an individual, including birth
date, date of death; and all ages over 89 and all elements of dates (including year) indicative
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of such age, except that such ages and elements may be aggregated into a single category
of age 90 or older

» Phone numbers

¢+ Faxnumbers

» Email addresses

s Social Security numbers

¢ Maedical record numbers

e Health plan member ID’s

e Employee numbers

e Accountnumbers

¢ Certlficate/license numbers

+ \Vehicle identifiers and serial numbers, including license plate numbers

¢ Device identifiers and serial numbers

« Woeb Universal Resource Locators (URLs)

s Internet Protocol (IP) address numbers

» Biometricidentifiers, including finger and voice prints

+ Full face photographic images and any comparable images

+ Any other unique identifying number, characteristic, or code

s Any medical or health data

Telecommunications — shall mean internet carrier services, internet modem, demarc,
telephone systems, telephone handsets, voicemails, and any portable, mobile or desktop radios.

Worlkforce Members - shall include, but not limited to full and part-time employees,
students and/or interns, contractors, vendors, service providers, volunteers and all other persons

who conduct business on behalf of the Organizaticn, regardless of whether they are paid by the
Organization.
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